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1
Decision/action requested

This part proposes a key issue as in section 4 for TR33.824 [1].
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Rationale

The IAB architecture as per TR 38.874 [4] use interface F1 between the IAB-node and the IAB-donor-CU. F1 interface has a Control portion F1-C and user plane portion F1-U. Since all the traffic that is carried over F1 interface is supposedly to be traffic between the two end points of the interface, i.e., between the IAB-node and the IAB-donor-CU, yet the nature of the type of traffic over F1-C is different from F1-U in that sense.

In other words, all traffic that is carried over F1-U is the UE UP traffic between the UE and the IAB-donor-CU. On the other hand, F1-C interface may carries traffic that is terminated at the end points, i.e., on the IAB-node and IAB-donor-CU. Although, TS33.501 [2] has a recommendation for security solutions for F1-U protection, yet the security threats over F1-U and security requirements has never been investigated or analysed.

This contribution introduce a new KI for F1-U security for IAB architecture.

Note to Editor: All the text is new and that is why CB is not used.

4
Detailed proposal
**** Start of Changes ****
5.4.x
Key Issue #4.x:
F1-U security for IAB Architecture

5.4.x.1

Key issue details

As F1-U is part of the path between the UE and the gNB-CU, technically it can be considered as part of NR-Uu.

Since UP integrity protection and encryption is optional to use, it is possible for the UE to have a specific PDU session while UP encryption and UP integrity protection are not used. In this case, the UE UP traffic over the F1-U interface will transverse without being neither integrity protected while at the same time it will be on the clear.

Although, in this case some of the PDCP instance state at UE/gNB-CU is available on the clear during UE DL/UL UP traffic transmission, e.g., DL/UL PDCP SN, but it is still very difficult for a passive attacker to know everything about the PDCP instance and thus such a passive attack is impossible in comparison to S1-U in EPS. 

Attacker Injecting DL/UL traffic over F1-U (Passive Attack)
A passive attack of injecting bogus Dl/UL IP traffic over F1-U is almost impossible.

On the other hand, an attacker needs to be an active attacker to be able to inject DL/UL traffic over F1-U. In this case, this is no difference than an ACTIVE attack over the link between the UE and the gNB-DU. Thus, there is no new security vulnerability introduced in specific to F1-U but rather it is because the UE UP traffic is not e2e PDCP integrity protected.

Eavesdropping over F1-U interface traffic

In comparison to the case of S1-U, if the UE has its UP traffic encrypted using PDCP over LTE-Uu, the UE UP traffic will be transmitted over S1-U on the clear unless S1-U interface is encrypted. In order to prevent violating the UE privacy and not to allow an attacker to eavesdrop on the UE UP traffic, it is required for S1-U to support encryption. On the contrary, in the case of F1-U, if the UE has its UP traffic encrypted using PDCP with the gNB-CU, the UE UP traffic is automatically encrypted over F1-U. Thus, in this case, having F1-U without supporting encryption does NOT allow an attacker to eavesdrop on the UE UP traffic. 

In addition, when the UE UP traffic is not e2e PDCP encrypted, the UE UP traffic is transmitted over the NR-Uu interface without being encrypted and thus the UP traffic is transmitted on the clear. Therefore, having F1-U not to support confidentiality does not contribute to making the UE UP traffic being available for attacker to eavesdrop on it.
Furthermore, the case of GTP confidentiality. In the case when F1-U does not support confidentiality, the GTP header including the GTP-ID which is transmitted on the clear. Since the GTP-ID is a random number to identify a bearer for the UE, communicating GTP-ID on the clear does not by any means introduce or contribute to violating the UE privacy. Thus, having the GTP-ID as part of the GTP header does not establish any security threat which mandate that GTP-U interface to support confidentiality and encryption.
Finally, no security threat has been identified to require F1-U to support confidentiality and encryption. Thus, it is NOT required for F1-U to support confidentiality and encryption.

5.4.x.2
Security threats

F1-U interface does not introduce any new possible threat to allow a passive attack by injecting DL/UL bogus traffic over F1-U towards the UE and the gNB-CU, respectively, in addition to what is possible between the UE and the gNB-DU.
F1-U interface does not introduce any new possible threat of eavesdropping on UE UP traffic in addition to what is already being possible between the UE and the gNB-DU.
It is not possible for a passive attacker to cause false charging activities for the user as packets will be dropped at the IAB-donor-CU and never transmitted to the UPF.
5.4.x.3
Potential security requirements

F1-U interface (F1*-U for IAB architecture) is not required to support integrity protection.
F1-U interface (F1*-U for IAB architecture) is not required to support confidentiality.
**** End of Changes ****

